ABSTRACT With the development of converged all-IP networks, new network services-supporting, among others, image, audio, and video-with high diversity emerge, which brings huge pressure and fierce competition to service providers because of increasing choices for users. Assessing end user's quality of experience (QoE) has become one of the main issues to meet high user requirements and satisfaction under any circumstances, which means receiving any service, anytime, anywhere, on any device, by any media and networking technology, across any operator domain. In this paper, we provide an overview of the field of QoE assessment approaches including three aspects: subjective assessment, objective assessment, and hybrid assessment. The discussion includes the definition, influence factors, and quantification approaches for QoE. Then, these three assessment methodologies are surveyed and compared across a number of factors. This paper also introduces challenges and opportunities in the area of QoE assessment.
I. INTRODUCTION
With the rapid development of computer and network technology, there has been a huge proliferation of new services and applications which are mainly related to image, voice and video. Due to the many options of such services available to users, service providers are facing an increasingly fierce competition to retain and acquire new users. In order to win this competition, service providers must ensure the approval of users regarding the services they provide. This makes evident the need for an indication assessment approach based on the level of fulfillment of user expectations and satisfaction.
At present, Quality of Service (QoS) is the most widely used service quality metric. It examines network objectively and determines the network quality by measuring a series of criteria such as throughput, delay, jitter, error probability, packet loss, available bandwidth, etc. According to OSI seven-layer model, there are two layers-network and application layer-generally used to enable QoS [1] . In the network layer, QoS is concerned with parameters such as throughput, delay, jitter provided by switches, routers and other devices. QoS in application layer considers parameters such as frame rate, resolution, codec type, etc. Although these factors indicate the performance of service technology and network transport, QoS does not consider user's subjective factors that directly reflect the user perceived degree of services.
Based on this context, another technique, Quality of Experience (QoE), takes user' opinion into account and directly reflects the acceptance degree of services for users by integrating subjective and objective influence factors. The International Telecommunication Union Telecommunication Standardization Sector (ITU-T) has defined QoE as the ''overall acceptability of an application or service, as perceived subjectively by the end user'' [2] . Different from the above definition which only considers user's subjective perception as QoE influence factor, many researchers also take objective human factors into account to make QoE as a blueprint. It includes both human subjective and objective quality requirements and experiences from the interaction of a human with technology and business entities in a particular situation [3] . Therefore, QoE is considered as a multidimensional construct, including both objective and subjective aspects [4] . In this situation, QoE is related to both objective QoS, which basically belongs to an objective, technology-oriented concept and User Experience [5] , which is primarily regarded as a subjective, user-oriented concept. The former aspect pays attention to the influence of user perception based on network and application performance, while the latter one is focusing on individual user experience obtained from expectation, preference, emotional state, feeling, context and so on.
So far, research regarding QoE can be divided into the following parts: QoE definition and influence factor, QoE quantification approach, QoE assessment criteria, QoE assessment approach and modeling, QoE network management, service optimization, etc. In this paper, we give attention to QoE assessment approaches. The purpose of QoE assessment is to evaluate the end user's services, while keeping the high level of user satisfaction of the assessment and taking full advantage of network resources. In order to realize successful QoE assessment regarding specific application from the user's viewpoint, interpreting and distinguishing various (subjective and objective) influence factors are very important in the service provisioning chain. At the same time, we need to address the challenges like how these factors influence QoE, how to define a full set of integrated converged resource assessment strategies, and how to take advantage of a large number of available data to acquire QoE assessment model. Depending on the efficiency of the QoE assessment approach, users can obtain better experience and satisfaction at the same time that complex services are employed and user-oriented technology advancement is supported.
From the point of view of economic perspective, QoE evaluation can minimize operational expenses by reducing infrastructure utilization up to the point that services and applications operate as resource-efficiently as possible [6] . Furthermore, within a highly competitive service provision market, QoE is very important for contending service providers, which will be chosen by end users depending on perceived service quality. Hence, it is not enough just simply providing available services for users because customers utilize a number of factors when choosing theirmost suitable provider. For instance, when facing a low quality service, many users may be willing to complain it, and instead they opt for just leaving their current provider and finding another one. Therefore, the reason why understanding and implementing QoE assessment is because providers, involved in the service provision process, have a huge opportunity to put themselves at an advantage. It recognizes a process towards satisfying users' requirements and expectations with the service quality perception. Besides, the assessment process offers providers a rapid reaction to service quality issues not perceived by users and a competitive mean of keeping old customers and attracting new ones.
The main purpose of this paper is to discuss existing and emerging approaches regarding QoE assessment. Firstly, we introduce the QoE concept, some influence factor classifications and QoE quantification approaches. Then we discuss three kinds of assessment approaches: subjective, objective and hybrid. With regard to subjective approach, we introduce several classifications, compare some specific assessment approaches, and present two kinds of test environment. In objective assessment section, we present some basic classifications, introduce specific objective assessment approaches and performance evaluation index, and present a survey of general QoE modeling approach. In hybrid assessment section, we introduce the approach steps and discuss a specific approach, PSQA. After introducing these three assessment approaches, we present a comparison and discuss open challenges in QoE assessment area.
The remainder of this paper is organized as follows. Section II presents QoE basic definitions and related influence factors. Section III summarizes the existing QoE quantitative approaches. In section IV, we introduce three kinds of QoE assessment approaches in detail. Section V discusses the challenges and opportunities in QoE assessment research. Finally, section VI concludes the paper.
II. QoE DEFINITION AND INFLUENCE FACTORS
To the best of our knowledge, there is no universal consensus on the definition of QoE. In this section, we present an overview of QoE definition and discuss QoE influence factors in general.
A. QoE DEFINITION
QoE is originally considered as the user perception of the overall Quality of Service supported by the different layers of the OSI model [7] . In addition, based on the ITU description mentioned earlier, European Telecommunications Standards Institute (ETSI) defines QoE as a evaluation of user performance based on both subjective and objective measures by using a service of product [8] . Furthermore, depending on the research results of project COST Action IC1003, the EU Qualinet community defines QoE as the level of satisfaction or annoyance of the user about a service [9] .
Although there is no single and common definition for QoE, we can conclude that QoE is a kind of subjective perception generated by users in the interaction process between users and services or applications. In other words, QoE can be considered as the overall recognition degree of the employed services or operations in a certain objective environment.
B. QoE INFLUENCE FACTOR
QoE is a multidisciplinary research topic that encompasses aspects of computer science, social psychology, cognitive science, economics, and engineering, to name a few areas [23] . The research on QoE influence factors (IF) is of great importance for QoE assessment because the ultimate goal of QoE assessment is to predict the QoE. QoE is difficult to be measured directly from influence factors which are known or measurable easily. However, researchers always restrict QoE in some concerned environment, which makes it difficult to realize QoE factors in a global perspective [23] . Therefore, QoE influence factor demands a comprehensive discussion.
The European Network Qualinet community defines QoE influence factors as ''any characteristic of a user, system, • Human IF demonstrates any variant or invariant characteristic or property of a human user [9] . The characteristic can describe the socioeconomic and demographic background, the physical and mental organization, and the user's emotional state (e.g., gender, age, educational background, expectations, emotions, motivation).
• System IF applies to characteristics or properties that determine the produced quality of a service or application [9] . They are related to media capture, coding, transmission, storage, rendering, and reproduction/display, as well as to the communication of information itself from content production to user (e.g., bandwidth, jitter, delay, loss, error rate, throughput, resolution, interoperability, security, privacy).
• Context IF embraces any situational property to describe the user's environment in terms of physical, temporal, social, economic, task, and technical characteristics (e.g. location, duration, frequency of use, cost, brand of the service/system). Juluri et al. [10] classified the influence factors of user-perceived quality of video-on-demand service into four levels:
• System Level involves the effect of factors working at the technical level, which are related to network (bandwidth, delay), end device (system configuration, battery) and the application layer (codec strategies, performance).
• Context Level takes into account environmental factors related to users (e.g., user's location, entertainment, education).
• User Level encompasses the psychological factors (e.g., user's expectation, user history, hour of day).
• Content Level considers the defining characteristics of the service (e.g., encoding rate, resolution, format, playback duration, quality and age of the video). Stankiewicz and Jajszczyk [11] classified the factors influencing intrinsic network features and performance measures into three types: Quality of Service (QoS) factors, Grade of Service (GoS) factors, and Quality of Resilience (QoR) factors. These factors reflect different aspects of networking and are crucial for high user-perceived service quality at the network level. GoS identifies everything that happened during connection setup, maintenance and release, as well as its parameters include connection setup delay, authentication delay, probability of connection break and others. Also GoR describes network survivability, in particular recovery time and availability. Besides these elements, this paper considers various additional influence non-technology related factors including user profile, emotions, context, application specific features, pricing policy, terminals, types of content and others however without any further classification, as illustrated in Figure. Baraković et al. [12] classified multidimensional QoE influence factors in five groups: (1) technology performance, namely traditional QoS on four levels: service, server, network, and device; (2) usability, key dimension in accordance with users' behavior when using the device or technology; (3) subjective evaluation, concerning three parts: service, network, and device; (4) expectations, the insight in user's idea; and (5) context, highly influencing user's QoE considered in four aspects: environmental, personal/social, technological, and cultural situation. Besides, Skorin-Kapov and Varela [13] proposed the ARCU model, which divides QoE factors into four multidimensional IF spaces: Application, Resource, Context, and User spaces.
Based on thes discussed literature [14] - [18] on QoE influence factors, QoE IFs can be classified in two parts: objective and subjective factors, as illustrated in Figure 2 . Objective factors include two aspects: system factors and context factors. Influence of system factors technically contain the parameters of network, application and service layer, which can be evaluated as QoS influence factors. Parameters of network layer reflects network transmission condition (e.g., bandwidth, delay, jitter, packet loss); parameters of application layer reflect service performance without transmission (e.g., resolution, frame rate, codec type); and parameters in service layer determine semantic, content, priority and pricing (e.g., content type, application level, quality assurance). Meanwhile influence factors in context level include physical context (e.g., location, noise, time), social and cultural context (e.g., sharing, solitary), temporal and task context (e.g., available time, battery consumption). On the other hand, subjective factors are essential for QoE evaluation because of the direct reflection of user perception and are more complex compared with objective factors. Influence factors of human level contain user profile (e.g., age, sex, prior experience, education level), physical and mental state (e.g., user preference, pleasure, enjoyment), motivation, and expectation. 
III. QoE QUANTIFICATION
In order to better study the relation between QoE and influence factors, we need to quantify QoE, namely building a mapping from QoE to a real number. From that, we can study QoE function model with respect to influence factors, which reflects the relation more precisely.
Agboma and Liotta [19] and Menkovski et al. [20] adopt type scale approach, which divides QoE into two classes, acceptable and unacceptable. This type of quantification approach (named as two categories approach) is not precise but convenient for users to evaluate, because two categories approach has a good recognizability for users.
Chen et al. [21] , [22] proposes paired comparison approach for QoE evaluation. In a paired comparison test, a participant only needs to compare two stimuli simultaneously and decide which one has a better perceived quality. Suppose there are N kinds of samples, after pairwise comparison for total samples, a participant makes
comparisons. Then through the application of Bradley-Terry-Luce (BTL) model analyzing paired-comparison results, a QoE score for each sample can be obtained.
At present, the most widely adopted quantification approach is mean opinion score (MOS) which is standardized in the ITU-T recommendations [5] and divides QoE subjective perception into five levels, as shown in table 2. Table 3 presents a comparison of these three approaches. Although two categories approach is simple and accurate, only dividing QoE into two kinds obviously cannot satisfy users' and providers' demands for service and business evaluation. Paired comparison approach is more accurate than MOS, however it has a larger workload. Assume there are 20 test samples, using MOS only demands 20 judgements to be made, but with paired comparison approach, 190 judgements are needed. In summary, MOS is still the most commonly used approach.
IV. QoE ASSESSMENT APPROACH
Depending on the type of measured parameters, QoE evaluation approaches of service quality can be divided into three categories: subjective assessment, objective assessment, and hybrid assessment [23] . Also, the category distinguishes if users participate in the evaluation directly and if the assessment approach can present correlation between QoE and influence factors. Each approach is discussed in the rest of this section.
A. SUBJECTIVE ASSESSMENT APPROACH
Based on psychological experiments, subjective quality assessment is the most fundamental and reliable but also the most complex and expensive approach to evaluate users' QoE [23] . The approach starts from user's perception to assess operation. Most of the results from subjective evaluation experiment are quality ratings of users's opinion and ultimately averaged into MOSs. 
1) SUBJECTIVE ASSESSMENT CLASSIFICATION
ITU-T Recommendation G.1011 [24] classifies subjective evaluation approaches into two categories, namely utilitarian and analytic. They are based on whether full set of quality features or a certain subset of perceived quality characteristics is to be investigated (analytical), or whether single quality characteristic or integral service quality is to be measured (utilitarian). Analytical evaluation approaches are concerned with multidimensional analysis of assessment stimuli while utilitarian approaches apply a unidimensional quality-rating scale that makes a direct comparison between the quality of different systems.
Subjective approaches can be further classified with respect to the categorization applicable to psychometric approaches: (1) the applied scaling approach and scale level including nominal, ordinal, interval and ratio; (2) the presentation approach such as adjustment and constancy; (3) the test modality containing passive, active, and interactive mode; (4) the judged instance such as judgement after presentation and continuous judgement during presentation.
2) SPECIFIC SUBJECTIVE ASSESSMENT APPROACHES
ITU proposed a number of subjective evaluation approaches. For example, ITU-T Recommendation P.830, P.84 and P.85 provide subjective assessment approaches of voice service and ITU-T Recommendation BT 500 provides subjective evaluation approaches of video service. Depending on ITU-T and ITU-R [25] - [28] , we summarize typical subjective assessment approaches in Table 4 and provide a detailed description below for the sake of better understanding [5] , [29] , [30] .
a: SINGLE SEQUENCE TEST
• Absolute Category Rating (ACR) [25] or Single-Stimulus (SS) [26] . In this approach, the participant needs to assess the test sequence quality after the scene under test is played, then the participant watches another test sequence again. Watching sequence and subjective assessment interact with each other. The ACR approach adopts a discrete five-level scale ranging from bad to excellent, as illustrated in Table 2 .
• Absolute Category Rating-Hidden Reference (ACR-HR) [26] . This approach is one of the basis of ACR. Except for asking the participant assessing the test sequence, the unimpaired references are added into the test sequence. ACR-HR has the advantage of ACR and removes the subjective influence of reference sequence.
b: DOUBLE SEQUENCE TEST
• Degradation Category Rating (DCR) [25] or DoubleStimulus Impairment Scale (DSIS) [26] . In this approach, there is a pair of test sequences. The first one is the source sequence, and the second one is the impairment sequence. The test participant makes subjective assessment for impairment sequence after watching these two sequences on each trial with five-level scale. DCR approach can be used to evaluate the fidelity of transmission system and high quality system.
• Comparison Category Rating (CCR) [25] or DoubleStimulus Continuous Quality-Scale (DSCQS) [26] . CCR approach is similar to DCR approach. Participant is presented with a pair of test sequences. In DCR procedure, the source sequence is presented first, followed by the impairment sequence, the same sequence processed by some techniques. However, in CCR procedure, the order of source and impairment sequences is chosen randomly for each trial. On half of the trials, the source sequence is followed by the impairment sequence. On the remaining trials, the order is reversed. Participant needs to rate both sequences.
• Pair Comparison (PC) [25] . Participant is presented with a pair of impairment test sequences which actually are selected among N sequences with N*(N-1) possible pairs in total. The test participant is asked to mark the more preferable sequence of this pair. PC has high discrimination but low efficiency.
c: MULTIPLE SEQUENCE TEST
• Subjective Assessment Methodology for Video Quality (SAMVIQ) [27] . In this approach, the participant is shown different versions of the same sequence content including the source sequence. Then the participant is asked to rate all sequences from 0 to 100. In this case, the participant can replay, start or stop any version of the sequence, and keep or modify the rating during the test. Moreover, hidden references sometimes are added to assess the intrinsic quality of the given sequence.
d: LONG SEQUENCE TEST
• Single Stimulus Continuous Quality Evaluation (SSCQE) [25] . In this approach, the participant is only shown the processed sequence of long duration (usually 20-30 minutes). Each participant is asked to rate the sequence quality instantaneously with a quality scale from 0 to 100 by continuously adjusting the slider in 1-2 seconds. After sequence evaluation, a continuous sequence quality curve can be obtained.
• Simultaneous Double Stimulus for Continuous Evaluation (SDSCE) [25] . In this approach, the participant is simultaneously shown two versions of the sequence, the source and the impairment sequence. Then the participant is asked to compare the difference between two sequences and rate the quality by adjusting the slider from 0 to 100. If there is no difference between two sequences, the slider is at the top meaning 100. On the other hand, maximum difference means the slider is at the bottom meaning 0. The participant is unware of which sequence is the source or impairment one.
3) SUBJECTIVE TEST ENVIRONMENT
Each subjective test requires appropriate participants and environment to conduct the test and the test environment should be close to real-world scenario. Most of the subjective experiments are performed in lab environment. However, crowdsourcing environments are getting more attention from researchers.
a: LAB ENVIRONMENT
The lab environment is the most widely used environment for subjective experiment, which can easily control different parameters according to the experiment requirements. However, the lab environment demands effort for preparation of the experiment and recruitment of participants. Due to experiments being always performed in university or laboratory settings, participants are usually either students or researchers, which limit the diversity of the subject crowd.
b: CROWDSOURCING ENVIRONMENT
Crowdsourcing is an increasingly popular approach for generic subjective QoE assessment methodology [31] - [33] . As mentioned earlier, most subjective assessments are performed in a controlled lab environment with a group of selected participants. However, crowdsourcing offers the possibility to outsource a web-based task in the form of an open call to participants all over the world, which is highly cost-efficient and flexible for conducting user experiment. It has faster completion compared to traditional subjective assessments and reduces the cost of the experiment because of no required test lab environment. Also, crowdsourcing can build a realistic test environment and avoid possible biases depending on the diversity of test participants. Currently, plenty of commercial crowdsourcing platforms, such as Crowdflower, 1 Crowdsource, 2 Microtask 3 and Amazon Mechanical Turk, 4 are available to conduct online user surveys. Moreover, web-based crowdsourcing frameworks, such as Quadrant of Euphoria [21] , [22] , crowdMOS [34] and QualityCrowd [35] , represent a conceptual approach to develop subjective experiments that can be conducted in a web browser [36] . These frameworks support commonly used crowdsourcing platforms and testing methodologies, such as ACR, DCR.
B. OBJECTIVE ASSESSMENT APPROACH
In order to reduce large time consuming and expensive perception tests when measuring quality of applications or systems, the objective assessment approach is commonly considered as the computing model of QoE. To some extent, it can supply a similar result compared with subjective assessment of actual users. In other words, objective evaluation approaches provide a mapping model from assessment score of subjective approaches to prediction results of objective quality [23] . For instance, with regard to video service, objective assessment approaches evaluate service by calculating the degree of distortion of output sequences relative to input sequences. However, it is typically not easy to establish a relationship between measurable parameters and user perceived service quality.
1) OBJECTIVE ASSESSMENT CLASSIFICATION
A variety of objective quality assessment and prediction models have been developed, and each model has its own application circumstances and constraints [23] . Because of no existing universal objective quality assessment model, the proposed models can be classified into different criteria [24] : (1) application scope (e.g., network planning, codec optimization, service monitoring); (2) predicted quality features (e.g., integral quality); (3) network components and configuration under consideration; (4) respective model input parameters (e.g., noise level, loss rate, entire signal); (5) measurement approach (passive, active and estimation pattern); (6) assessment service interactivity level (e.g., passive perception, active usage, interactive usage); (7) psychophysical knowledge or empirical data incorporated level.
Depending on the availability of the source signal (e.g., audio, video), objective quality assessment approaches can be divided into the following three groups [10] , [14] and the assessment principles are illustrated in Figure 3 .
• Full reference (FR) approaches obtain quality assessment through comparing system output sequence (testing sequence) with original input sequence (reference sequence) in the evaluation process and both the reference and outcome are available [10] . The assessment result has high accuracy but demands large amounts of computation. The most widely used FR approaches are Mean Squared Error (MSE), Peak Signal to Noise Ratio (PSNR) [41] , [42] , Structural Similarity Index (SSIM) [29] , [46] - [48] and Video Quality Metric (VQM) [37] , [54] .
• Reduced Reference (RR) approaches compare partial parameters selected from original input and system output sequence to acquire the quality evaluation [14] . The parameters could be at application layer (e.g., bit rate, frame rate) or network layer (e.g., packet loss). Compared with FR approaches, RR approaches only need to extract specific parameters from input sequence transmitting to user through auxiliary error-free channels, and do not require the whole sequence. They are suitable for real-time transport network with low computation and transmission bandwidth. Moreover, RR approaches are better propitious to a situation where the original input sequence is difficult to be transported and stored or the computation power is limited.
• No reference (NR) approaches rely on measurements of parameters from output sequence to evaluate objective quality and only the outcome is available. The computation complexity of NR approaches is the lowest one among these three approaches with high practicability and instantaneity, but the accuracy is also the lowest of three approaches [14] . Besides, NR approaches are confined to specific applications but not applicable for general use such as online services where the original content is not available but outcome at the terminal is usable. In terms of the type of input information used by models, ITU classifies objective quality assessment methodologies into the following five categories as shown in Table 5 [24], [29] , [38] .
• Media-layer models utilize the actual media signals (audio or video) as the input to predict QoE by comparing the output signals to input signals (FR or RR) or just analyzing output signals (NR) [24] . These models do not require any prior information of the system under testing, hence they are appropriate for assessment of unknown systems or scenarios such as codec comparison and optimization. However, these types of systems cannot be used if media signals are not available.
• Parametric packet-layer models, unlike media-layer models, only take packet header information as input to predict QoE. They do so without any access to media signals because they do not parse the packet information payload [29] . These models form a lightweight solution for evaluating QoE by analyzing information from packet headers such as bit rate and packet loss. However, as it does not consider payload information, the packet-layer model has difficulty in assessing content dependence of QoE. These models are primarily used as network probes at the mid-point or end-point of the network.
• Bitstream-layer models take both encoded payload and packet header information as input to measure QoE by analyzing and extracting content characteristics from coded bitstreams [24] . Therefore, such models can be considered a combination of media-layer models and packet-layer models. They can be applied QoE in-service non-intrusive monitoring such as terminalembedded operation.
• Parametric planning models utilize quality planning parameters such as bandwidth and delay of network and terminal as input to evaluate QoE [29] . These models usually require prior information about the system under test because they do not acquire input information from existing services. Furthermore, they can be applied to network planning or terminal/application designing.
• Hybrid models, as the name suggests, are the combination of some or all of the previously described models [29] . This kind of model utilizes as much information as possible to predict QoE.
2) SPECIFIC OBJECTIVE QUALITY ASSESSMENT APPROACHES
There is a large number of objective quality assessment approaches especially designed for image, audio, and video [39] , [40] . They vary in complexity, performance and correlation with subjective quality assessment. The following content introduces some representative objective metrics and Table 6 provides a summarized description of the objective metrics.
• Peak Signal to Noise Ratio (PSNR) [41] , [42] is one of the most common and simple objective image and video quality assessment used by researchers. PSNR evaluates the difference between the original signal and the distorted one by calculating the mean squared error between the two signals and computing the ratio between the maximum possible power of a signal and the power of corrupting noise. Although PSNR has low correlation with subjective estimations and is unfit to be used in real-time [43] - [45] , it is still commonly used in video quality analysis because PSNR is convenient to compute and provide first impression on quality.
• Structural Similarity Index (SSIM) [29] , [46] - [48] , widely used for image quality assessment (VQA), is a still image sequence quality assessment approach with fully consideration of the visual masking phenomenon. Based on the principle of HVS (Human Visual System), SSIM addresses some drawbacks of PSNR such as the sensibility of changes in brightness and contrast. It compares the impairment video sequence with original sequence from three aspects, namely luminance, contrast, and structure. SSIM output is a combination of these three components. Because the luminance and contrast calculation are consistent with their masking effects, SSIM performance is better correlated with subjective QoE.
• MultiScale-SSIM (MS-SSIM) [49] is an extension of single-scale SSIM, originally proposed for still image and later extended to video. It takes into account the sampling density of the image signal, the distance between the observer and the image, and the perceptual capability of the observer's HVS. MS-SSIM summarizes the influence of each scale with different weights to consider their relative importance. It can also be applied to video application [50] - [52] by considering the luminance component of the video frame by frame and calculating the average of the frame level quality scores.
• Moving Picture Quality Metric (MPQM) [53] is the most widely used metric for measuring moving picture quality by simulating the spatio-temporal HVS model with a filter bank approach. It jointly considers two features of human perception, contrast sensitivity and masking effect, to explain the visual detection. Different from SSIM, MPQM has better assessments quality of video sequence-not just single frame images-because it considers the influence of video quality affected by network transmission related factors.
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the perceived video quality by taking into account structural and temporal aspects. The implementation of VQM includes three steps: perception-based features extraction, video quality parameters computation (seven in total) and the combination of these parameters to finish the overall model. Because VQM has a good correlation with subjective feedback from observers [55] , [56] , the approach is adopted by the American National Standards Institute as a national standard.
• Visual Information Fidelity (VIF) [57] is proposed for evaluating still image quality by comparing two kinds of information: the reference image information (when the original image directly passes through the HVS) and the distorted image information (when the original image first passes through the distortion channel then the HVS). VIF measure is the ratio of the distorted image information to the reference image information.
• Visual Signal-to-Noise Ratio (VSNR) [58] is a quality assessment metric proposed for still images and also has a prospective performance for video quality assessment. It determines near-threshold and suprathreshold distortions of human vision with the purpose of minimizing the suprathreshold problem in HVS. It applies visual masking and summation concepts to confirm detectable distortions. With respect to VQA application [59] , VSNR is applied on the luminance component of the video frame by frame and computed as the average of the frame level scores.
•
MOtion-based Video Integrity Evaluation (MOVIE)
[60] detects video distortion not separately in space and time domain, but rather in space-time domain through computing motion trajectories of the object in video and making spatio-temporal distortion assessments. It includes two components, the spatial MOVIE index, which measures spatial distortions, and temporal MOVIE index, which measures temporal distortion. The final MOVIE value for video sequence is computed as a product of these two indices. MOVIE correlates well with subjective quality value [51] , [61] , however the high computation cost limits its implementation in realtime system.
3) ALGORITHM PERFORMANCE EVALUATION INDEX
With respect to the mentioned objective metrics, there are four commonly used metrics for evaluation of performance of objective quality metrics, as follows [62] , [63] :
• Pearson correlation coefficient (PCC) is a measure of linear correlation between objective predictions and subjective human scores. It represents the prediction accuracy of a metric for the purpose of fitting objective prediction scores to subjective quality scores. For N data pairs (x i , y i ), PCC is defined as:
wherex andȳ are the means of the respective data sets. The PCC has the value within [−1, 1] , where 1 means total positive linear correlation, 0 means no correlation, and −1 means total negative linear correlation.
• Spearman rank order correlation coefficient (SROCC) is a measure of correlation coefficient between objective predictions and subjective human scores. It represents the prediction monotonicity of a metric which is the degree of prediction quality according with subjective quality scores. SROCC is defined as:
where X i and Y i are the ranks of x i and y i respectively. X and Y represent the respective midranks. SROCC also has value within [−1, 1], where 1 means X is a monotonically increasing function of Y , and −1 means X is a monotonically decreasing function of Y .
• Outlier Ratio (OR) is the percentage of the number of objective predictions outside the range of ±2 times the standard deviation of subjective human scores. It represents the prediction consistency of a metric, which is the degree of a metric's remaining prediction accuracy. OR is defined as:
where N is the total number of data points and N is the number of outliers. The fidelity of objective assessment to subjective assessment is regarded high if OR is low.
• Root Mean Square Error (RMSE) is a measure of accuracy for objective prediction scores. It represents the degree of dispersion of the data. The RMSE is defined as:
where N is the total number of data points andx is the mean value of the data set. The lower the RSME, the higher the prediction accuracy.
4) A SURVEY OF GENERAL QoE MODELING APPROACHES
After discussing subjective assessment approaches and important objective assessment metrics, we present a survey of several QoE modeling approaches in order to present an overview of the overall state-of-the-art on this topic. In this section, we analyze a number of QoE models and frameworks and summarize these QoE models and frameworks based on the following comparison metrics: system, human and context influence factors, subjective and objective assessment, service type, experiment condition, wireless aspect consideration, and concrete QoE model. theoretical relationships between QoS and QoE. The paper demonstrates a dual-process theory that divides the whole process in two independent ones in QoE assessment. The proposed model studies the relationship between system capability and user perception and utilizes functions of MOS and waiting time obtained in the dual-process model to demonstrate the relationship. Finally, the theoretical model is experimentally demonstrated viable for mobile QoE assessment compared with traditional model. Yu and Sun [65] proposed a mobile video perception assessment model that maps key quality indicators to QoE through improving analytic hierarchy process (IAHP). The proposed model utilizes IAHP to establish the relationship between key impact indicators and QoE including video play success rate, stuck frequency, stuck time ratio, and average buffer time. The model is a hierarchical model divided in three layers and applies multiple linear regression to build the optimal combination of multiple impact factors. Experimental results showed that the proposed model has higher correlation and accuracy compared with traditional evaluation models.
Kaiyu et al. [66] proposed a three-layer QoE evaluation model for HTTP video streaming based on three fundamental network layer QoS parameters, namely packet loss rate, roundtrip delay, and bandwidth. Since video buffering is confirmed to be the main QoE influence factor for HTTP videos, authors propose three video buffering-related metrics that are defined as the application layer QoS to measure these three fundamental QoS parameters, then they can construct the QoS-based QoE evaluation model based on the relationship between network QoS and QoE. Authors use two approaches-linear regression and BP neural networkto reflect the mapping relationships among QoS parameters, video buffering-related metrics and QoE.
Different from the previous mentioned models, which only consider objective QoE influence factors, the next two models consider human and context domains. Veeraragavan et al. [67] present a novel approach to quantify user perceived QoE in dependable tele-immersive application with the presence of failures. Based on the new metricnamed perceived reliability-that explains the subjective perception of different users, the proposed approach takes into account human perspective factors such as perception of streaming media, audience characteristics, performance elements and artistic content with respect to World Opera. In order to prove the feasibility of the proposed approach, authors designed and implemented a modeling framework to evaluate the performance based on Stochastic Activity Networks. Moreover, the proposed framework is applied to World Opera performance, which is beneficial for system researchers and developers making decisions. Furthermore, the framework also can be applied in various distributed multimedia applications to evaluate user perceived QoE, such as online gaming, video conferencing and distributed collaborative computer-assisted surgery.
Mitra et al. [68] proposed, developed, and validated a novel context-aware approach called CaQoEM used for QoE modelling, measurement and prediction. Based on context spaces model, Bayesian networks and utility theory, CaQoEM provides a simple and efficient way to measure, and predict user perceived QoE under uncertainty by incorporating several context attributes and QoE parameters. CaQoEM is validated with a number of extensive experiments, case studies, and simulations. Experiment results demonstrate the efficiency and accuracy of the proposed approach for QoE measurement and prediction under multiple diverse network conditions in a mobile computing system. Furthermore, CaQoEM is beneficial to stakeholders like network operators, designers, VOLUME 6, 2018 and engineers when implementing QoE measurement and prediction.
In the remainder of this section, we discuss frameworks that consider various QoE influence factors. Laghari and Connelly [3] proposed a holistic high-level QoE model that accommodates specific contexts and integrates every aspect of communication ecosystem to comprehend human requirements. The proposed model incorporates four domainshuman, technology, business, and context-which each containing three levels of abstraction: entity, roles, and attributes. The model defines the major inter-domain interaction between these domains: human-context, human-technology, human-business, technology-business, and context-technobusiness. Furthermore, the proposed model establishes the causal relationship between domain characteristics with direct and indirect process. Authors also present a simple use case to verify the effectiveness of the model that can comprehend and manage QoE for various interested parties.
Reichl et al. [69] presented a comprehensive framework used for combining QoE and user behavior. The general framework separates and addresses three different perspectives: the technical perspective of the system, the eudaimonical perspective of the user and the behavioral perspective of the context. Meanwhile, the proposed framework utilizes three different models, QoE model, user state model, and user behavior model, to combine the output factors. The paper also addresses input aspects for these three models by analyzing the influence factors divided into three types: system, user, and context factors and specially emphasizes on user and context. The proposed framework is illustrated and validated by briefly discussing a series of use cases.
Ikeda et al. [70] proposed a framework for scalable QoE modeling exponential growth of applications in the Internet of Things. In the proposed framework, there are two groups of metrics with respect to a layered-QoE model: physical and metaphysical metrics. Physical metrics refer to a large number of quality metrics in the IoT architecture and are divided in four layers: device, network, computing and user interface. Metaphysical metrics refer to the summarized quality metrics required by users in IoT applications. The framework aggregates a large number of physical metrics in certain metaphysical metrics to model the QoE as a function of quality metrics with the parameters in the IoT architecture.
On the contrary to previous frameworks. which only abstractly consider QoE influence factors, Chen et al. [71] proposed a concrete and detailed multi-level framework in order to improve QoE of smartphone video streaming applications. It includes two-level QoS metric: network quality of service and application quality of service and twolevel QoE metrics: user cognition quality of experience and user behavior quality of experience. The overall process of improving QoE includes four steps: defining candidate QoS metrics, evaluating and selecting QoS metrics, designing and experimenting for QoE, optimizing and improving QoE. The proposed framework not only helps system researchers and operators to identify the relationship between QoS and QoE to improve the performance, but also makes convenient for developers to make decisions when facing multiple tradeoff situations. Experiments show that the proposed approach exceeds the traditional one in terms of prediction error.
Finally, the framework named ''QUVE'', proposed by Kimura et al. [72] , aimed at maximizing the QoE of video steaming services. The framework includes two key sections: QoE estimation model and QoE parameter estimation approach. The proposed QoE estimation model considers encoding parameters, rebuffering conditions and content time to estimate the QoE for constant bitrate-based video streaming. The proposed QoE parameter estimation approach estimates the network quality, rebuffering time and count for the proposed model. Through a massive field experiment towards Niconico video service, the results show that the proposed framework is effective for QoE improvement by choosing the best encoding given a user network environment.
C. HYBRID ASSESSMENT APPROACH
Hybrid assessment integrates advantages of subjective and objective assessment, which is not only being consistent with user perception but also convenient, practical and portable. The hybrid approach discussed here is general, and includes six steps as illustrated in Figure 4 [19] , [73] . These steps are detailed next. • Characterize application: This stage identifies QoE indicators for the target application or service. QoE indicators for streaming applications include audio quality, video quality and synchronous relationship between audio and video [19] .
• Design and define QoE/QoS incidence matrix: After characterizing application and confirming QoE indicators, QoS factors that influence QoE indicators (all of them or just the most important ones) need to be identified [19] . Depending on the selection of predominant QoS parameters and their range of significance, the incidence matrix between QoE indicators and QoS parameters can be produced to represent this relationship.
• Specify test environment and samples: At this stage, test environment and samples are specified to produce test cases for subjective assessments [73] . Test environments can be a laboratory or real environment. Laboratories have the advantage of isolating the application from complex real environments, which results in difference of service experience for testers. Although laboratory environments cannot precisely reflect user's experience quality of service in real-life environments, actions from related personnel in the laboratory may result in very similar user behavior and experience.
• Conduct subjective assessments: After specifying test cases and chosen environment, the subjective assessments are conducted. At this stage, a certain number of testers carry out operation evaluation. Testers should be selected from real users of this operation with different age, gender, and educational backgrounds. ITU Recommendations [25] and [26] provide several subjective quality assessment approaches using the largest possible population. Each subject contains the generated QoS test cases and the automated feedback mechanism which implements the correlation of evaluated QoS test cases with users' responses. It is worth noting that subjects are not informed of which QoS parameters they are evaluating.
• Analyze reliability of result: At this point, a screening process needs to be conducted to analyze data and remove unreliable results. ITU [25] provides processes for the screening process. After data screening, statistical analyses are carried out to determine if results are statistically significant. If not, more subjective assessments need to be conducted. Furthermore, statistical analysis provides the minimum user acceptability thresholds, which influence users' opinion of service quality.
• Build prediction model: The purpose of the previous steps is to utilize statistical data to build a prediction model. The model correlates QoS parameters directly with QoE perceptions by adopting appropriate data models such as discriminant analysis approach based on statistics [19] , [31] , regression analysis [74] - [76] , support vector machine [77] - [79] , decision tree [20] , [78] , [80] and rough set [81] . Pseudo Subjective Quality Assessment (PSQA) [45] , [82] - [85] is a type of hybrid assessment that is based on statistic learning. It utilizes random neural network (RNN), which is a simplified model of biological nervous system, to find the relationship between parameters and perceived quality. The whole process needs to go through four stages as illustrated in Figure 5 . THe steps of this method are listed below.
• Influence factors generation: In the first stage, a set of parameters that have an impact on QoE in the given context is identified. Such parameters include codec, bandwidth, packet loss rate, delay, etc. After representative parameter optimization, a large number of service samples is generated in the database [45] .
• Subjective quality assessment: In the second stage, a uniformly sampled database is subjectively graded by a panel of human testers. After statistical processing of the results via detection and elimination of bad testers (i.e., testers whose results are not coherent with the majority), each sample receives a QoE value (MOS) and results are divided in training and validation databases [82] .
• Training of the quality behavior with RNN: This stage is the core of the approach. Data evaluated by the former two steps, especially the training database, is used for training the RNN to learn the mapping of parameters and QoE value [85] . After the training process, the RNN establishes a mapping function f () which can map any parameter value into MOS. Then the RNN is evaluated by comparing the value obtained from function f () with the corresponding value in the validation database.
If both values are close enough, the RNN is qualified.
If not, stage 1 to 3 should be repeated until the RNN is qualified. Furthermore, the RNN can be replaced by other machine learning approaches such as Bayesian Network and Support Vector Machine.
• Evaluation of using neural network model: After training and qualifying the RNN, PSQA is very easy to be used, as the only input required is the target service data. It can be operated anywhere without any interaction with human beings [85] . Then PSQA calculates the corresponding QoE values as if there were real testers grading quality perception. Ghareeb and Viho [85] , determine the most appropriate assessment approach for evaluating QoE in the context of Multiple Description Coding (MDC) video streaming in overlay networks. The paper compares three types of QoE assessment approaches, subjective, objective and hybrid, and the hybrid one overcomes the limitation of both subjective and objective approaches. Experiment results show that the hybrid PSQA approach performs better than PSNR and subjective approaches for assessing the perceived video quality.
Cherif et al. [82] proposed a novel QoE no-reference approach named A_PSQA which is based on the original PSQA approach and used in a Future Media Internet context. This approach captures the non-linear relationship between network parameters and the perceived QoE through the use of results of subjective evaluation training a RNN. The A_PSQA approach only considers packet loss rate but can be extended to other network metrics such as the mean loss burst size, the end-to-end delay or jitter, etc. Compared with other noreference approaches and full-reference approaches, results show that A_PSQA correlates very well with subjective evaluation made by humans. Furthermore, Cherif et al. [86] present another perceived speech quality estimation approach also called A_PSQA that is used for network and service providers. In this work, the proposed approach considers two network parameters, packet loss rate and mean loss burst size, for accurate estimation of the speech quality. Compared with two other speech quality assessment approaches, IQX hypothesis and the E-model, the results show that A_PSQA correlates with PESQ (ITUT's Perceptual Evaluation Quality) estimation better than other approaches.
D. QoE ASSESSMENT APPROACH COMPARISON
In this section, we compare these three QoE assessment approaches, in terms of subjective, objective and hybrid assessment, and discuss advantages and disadvantages of each, as shown in Table 8 .
Subjective assessment is the most precise approach for quality evaluation and QoE measurement because subjective test is the only direct and accurate way of collecting data about user perception, expectation, and opinion of the service as well as reacting user's subjective experience [87] . However, subjective approach needs to consider too many factors, implement complex procedures, consume huge amount of manpower and cannot realize real-time application, translation and QoE function model with respect to influence factors. Therefore, subjective assessment approaches have not been widely used but can verify and adjust other assessment approaches.
Objective assessment approach has the advantage of convenience and practicability, which explains why it is an important part of QoE assessment approach research. Researchers only need to consider QoS parameters related to mathematical problems. However, it is worth noting that QoE is just an approximation but not a precise value for each user. This approach only considers objective factors which cannot reflect user's real experience, therefore the accuracy is low. In order to more accurately reflect user's subjective perception for business or service, objective assessment approaches need to consider user perception model such as objective estimation of user's behavior (e.g., number of mouth clicks). which is regarded as subjective perception [88] .
Hybrid assessment approach can be applied in real time and has a high accuracy due to the theoretical support of artificial intelligence, statistics, and other disciplines. It minimizes the shortcomings of both subjective and objective approaches because it is real-time with high portability and nearly does not demand manpower. Nowadays, hybrid assessments get growing attention and application from researchers. However, it still has some deficiencies, such as the need of large amount of data and complex model training, computation, and verification.
V. CHALLENGES AND OPPORTUNITIES
QoE assessment still has many challenges and research opportunities remaining to be addressed. In the rest of this section, we discuss some of the key problems we identified in the area.
A. DATA COLLECTION
Collecting data is an essential part of QoS or QoE assessment at any measurement platform. Generally, in the case of QoS, data collection refers to computationally intensive operations and transferring of large amounts of data in high speed links by sampling or data aggregation schemes [89] . On the contrary, in QoE environment, data collection should be performed as close as possible to the end user in order to have accurate estimation of user's perception. It may greatly complicate the data analysis if the application does not have any integrated measurement technique. When gathering information to assess the QoE level, there are three different questions to be answered: (1) Which information should be collected? (2) Where should the information be collected? and (3) How should the collection be performed? [37] .
The first question affects the assessment selection, and the other two questions affect the accuracy that can be obtained from the measurements. How to comprehensively consider these three aspects is a substantial problem for data collection. A promising direction for the data collection problem is the adoption of emerging crowdsourcing techniques.
B. METRIC SELECTION
The predefined collection context affects the most suitable QoE assessment approach such as FR, RR, NR, and the selection influences the assessment accuracy [37] . In general, FR approaches enable high accuracy but cannot be used in real-time environment. On the contrary, if the original transmitted data is not available when operating on real-time QoE assessment platforms, RR or NR approaches will be performed and the accuracy will decline, particularly for NR. Moreover, where to collect information is a critical issue, for instance, in the egress router, end-user premises, or enduser application. And the location of collecting information decides how to perform the collection. For example, when collecting information in the egress router, collection of application-dependent data is challenging for perceived quality. When the information collection is performed in enduser premises, more application-dependent data is available, which increases the QoE accuracy. When gathering information in end-user application, the access to user's critical data like user perceived losses and delays greatly increases the perceived QoE accuracy. Therefore, selection of appropriate metrics is a significant aspect of the QoE assessment process.
C. INDICATOR QUANTIFICATION AND FUSION
The ultimate goal of network service is providing the best QoE for users. The quality of user experience depends on objective indicators and is influenced by many non-objective factors such as user subjective expectation, emotion, service charges, service content, etc. The influence of QoE from these human subjective and context factors still needs further research and exploration. Because it is difficult to measure and quantify human and context factors, the assessment of QoE influenced by these factors difficult and demands psychology and sociology theories to explain these influence factors. In addition, QoE is an issue of multiple attributions fusion. Based on current literature, solution of multiple attributions fusion issue is addressed by approaches from statistic and artificial intelligence with large amount of sample data and complex computation, which cannot reveal the essential relationship between QoE and its attributes. Therefore, extracting specific features and solving multiple attribution fusion should be a focus of research in the future.
D. GENERAL ASSESSMENT CRITERIA
With the purpose of developing quantifiable indicators which express QoE in a technical accessible way, QoE assessment from different perspectives is the result of profound and comprehensive understanding of fundamental mechanisms in quality perception. Hence the main challenge is to build a set of general criteria for different services which match end-user quality perception as closely as possible. Although existing literature [90] - [93] makes some discussions on the top, there is a lack of analysis of the rationality and completeness of these assessment criterion.
E. TRADE-OFF BETWEEN PRIVACY AND QoE ASSESSMENT Handling user's privacy and security related to intelligent terminal is a major problem for personalized QoE assessment. People who use intelligent terminals, intentionally or unintentionally, preserve their personal details in terminal devices, such as personal information, address book, text message, download history, GPS, application usage records, etc. To a certain extent, the private user information can reveal a user's characteristics, preferences, emotions, and even values orientation. Onthe positive side, it can increase the personalized QoE assessment and management. Because personalized information is concerned with user's privacy and security, how to balance the protection of user's privacy and personalized QoE assessment is a big challenge and a promising research area in the future.
F. 5G EMERGING APPLICATIONS ASSESSMENT
With the exponential growth of mobile devices and data, the investigation of 5G networks gets more and more attention from academia and industry. It is foreseeable that 5G mobile communication applications will be a lot richer, enabling applications such as augmented/virtual reality, 3D videos, interactive games and other immersive experience applications. With the increasing diversity of intelligent mobile devices, these emerging applications require new quality assessment models. For example, an athlete has a wearable devices running with a health monitoring system, which detects pulse and blood pressure to guarantee physical health. Once the device verifies abnormal condition, the monitoring system needs to activate the emergency alarm in real time with a high level of reliability. Because each athlete has different physical attributes, the QoE assessment model should consider the personal information to achieve an accurate result. Therefore, from this example, we can see that QoE assessment for emerging 5G application needs to consider various personalized information to guarantee correct operation of applications.
G. INTELLIGENT DRIVING
The concept of intelligent driving has become the common focus of science and technology and the investment community. Driving mode switching is one of the core technologies for intelligent driving. It refers to a driver's manual driving and a vehicle autonomous driving mode switching process for a vehicle equipped with an automated driving system. QoE can be used to evaluate the driver's user experience when driving mode switching happens. Through analyzing driver's personal preferences and other objective factors, vehicle autonomous system can be improved to decrease the unnecessary mode switching frequency and increase the overall user experience based on personalized information.
H. MOBILE EDGE COMPUTING APPLICATION ASSESSMENT
Mobile Edge Computing is a key technology and architectural concept for enabling the transition to 5G. It provides content and applications providers with cloud-computing environment and capabilities at the edge of the mobile network, which offers efficient network operation and outstanding personal experience [94] . Mobile Edge Computing contributes to the requirements of latency, throughput, cost savings, and privacy and security for the 5G era. Many of the use cases are closely related to Mobile Edge Computing prior to 5G, such as augmented reality, intelligent video acceleration, connected cars and smart home.
Taking augmented reality as an example, because it is a user-oriented application, QoE is an important metric for augmented reality. However, at present, the vast majority of QoE assessment approaches [10] , [29] , [30] , [95] , [96] are focused on network services, such as image, audio and video. So far, relatively complete QoE assessment frameworks and approaches have not yet emerged. With respect to QoE assessment approaches of augmented/virtual reality [97] - [100] , most of current efforts aim at objective physical indicators of human being, such as heart rate, electrical skin reaction, electroencephalogram, electrocardiogram and other evaluation indexes, but they neglect network transmission, environment and other objective factors, which cannot accurately and efficiently make the QoE assessment. At the same time, there is no mathematical correlation model between objective factors and subjective evaluation. Most of them only use experimental data to study the correlation between influencing factors and user experience, which cannot be applied to realistic scenarios. Based on these issues, it can be noticed that QoE assessment for mobile edge computing application has many outstanding problems and research area in the future.
VI. CONCLUSION
With the increasing interest in delivery of multimedia services over converged networks, satisfying user's service quality expectation and requirement with perceptual quality assessment has become a very active area to research. It means accessing any service, anytime, anywhere, over any media and network technology, across any operator domain. Studies have shown that QoE assessment requires interdisciplinary perspective from system, user, context, and business aspects. In this paper, we discussed in detail QoE definitions and influence factors from various authors and research organizations because they are not uniformly defined and the understanding of them is still evolving. Then we summarized QoE quantification and QoE assessment approaches which included three types of approaches: subjective, objective and hybrid assessment approach. Based on the overview, we surveyed and discussed these three assessment methodologies and presented a comparison of them. Also, we discussed the challenges and opportunities in QoE assessment area. 
